
The internet is on the verge of
becoming the pre-eminent means
of communication in the corporate

world and also in the financial services
industry. Within the next five years I
believe the majority of firms will have
migrated from more traditional meth-
ods of communications to the internet. 

However, the internet is much more
than a new means of communication. It
has triggered a tectonic shift that is now
taking place in almost every industry.
This shift is transforming markets and
organisations, and it is also fundamen-
tally changing the way we do business.

A major concern, however, is security.
Whole industries and markets are being
moved onto a new infrastructure, new
businesses and products are being cre-
ated, and new players are emerging
every day. What at what risk? 

The question of how to tackle the
problem of risk is not straightforward. It
is not only related to technology and
has to be looked at from a much broad-
er perspective. 

This article focuses on three types of
risk which will need to be addressed: 

● technology, or operations risk; 
● credit risk; and 
● legal risk. 

Technology 
Technology risk describes the potential
loss arising from technology failures in
the form of, for example, breakdowns,
data losses, damage. As more and
more business is conducted over the
internet and other electronic media, it
becomes increasingly dependent on
technology. Therefore, a company’s
exposure to technology risk increases
significantly. Most businesses have not
yet been able to identify the key compo-
nents of their exposure to technology

risk, nor have they been able to take
adequate counter measures. The fact
that a computer virus developed by
some technological whizz kids have
managed to  paralyse the email systems
of some of the world’s largest financial
institutions for hours is ample evidence
of this. 

The challenge will be to build systems
so that technology risk can be sufficiently
controlled and managed, and yet to
keep them flexible enough so they can
easily and swiftly be adapted to chang-
ing market needs.

Credit 
Credit risk describes the potential loss
arising from default of a contractual
partner. Financial institutions and cor-
porates are highly familiar with credit
risk and its management. But the inter-
net has changed the way they do busi-
ness in such a way that it poses new
challenges in relation to credit risk
management. 

First, electronic marketplaces open up
new markets, and therefore new business
opportunities. In fact, these marketplaces
increase the reach of businesses and
thereby often multiply the number of
potential customers. However, as a con-
sequence, businesses have to cope with a
higher number of new counterparties
than they have ever dealt with before.
Additionally, business relationships are
likely to be much shorter. 

Therefore, companies will not be able
to rely on relationships anymore when
assessing credit risk. Instead, new
sources of information and new risk
management methodologies – proba-
bly provided by third parties – will be
needed. 

Second, contract types and trading
mechanisms are likely to change as
well. Telecommunications capacity used
to be purchased on the basis of long-
term contracts. Now, corporates can
buy this on electronic telecoms
exchanges. This certainly increases flex-
ibility and is likely to reduce prices. But,
with the introduction of more sophisti-
cated products such as derivatives, it
also increases the complexity of con-
tracts, and it increases the risks – which
is often overlooked.

Legal 
A third type of risk, and certainly no less
important than the other two, is legal
risk. It describes potential losses arising
from invalid or unenforceable contracts.
As mentioned already, business con-
ducted on the internet through electron-
ic marketplaces or other trading plat-
forms tends to be with an increasing
number of unknown customers.

Furthermore, it tends to be interna-
tional. Often, electronic marketplaces
lack a robust legal framework that suffi-
ciently covers trans-national contracts. 

Increasing business
opportunities – and risks
Companies attracted to the internet by the prospect of increased business must first
take time to carefully consider the risks, says Carsten Murawski of CapCLEAR. 
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Moreover, many local laws do not yet
address topics such as electronic signa-
tures of contracts, which is a prerequi-
site to transact online. We have already
seen cases where courts declared trans-
actions conducted on electronic market-
places invalid.

Companies intending to conduct
business over the internet should, there-
fore, perform a due diligence of the
legal framework of any marketplace
they wish to use.

Opportunity or risk?
There are broadly two camps of opinion
about internet business. The first con-
sists of internet enthusiasts who only see
the huge volumes of internet business
forecast by analysts. They foresee a new
world where dot.coms oust traditional
companies. To them, the question is not
if internet business will ever achieve the
volumes forecast, but rather who will

capture most of it. 
The second camp consists of tradi-

tionalists who regard the internet as a
big assembly of risks that can make
doing business uneconomical.

The truth probably lies somewhere
between. 

The internet has already had

tremendous impact on business in
almost every industry and has been
reshaping companies and markets. It is
indeed significantly increasing business
opportunities for almost every company.
However, the internet also brings with it
new types of risk that could make these
opportunities unprofitable.

What we need is a better understand-
ing of the risks involved with internet
business, ranging from technology to
legal risk. 

Furthermore, we need a robust infra-
structure on which to conduct business,
including secure technology, sound
legal frameworks and comprehensive
risk management systems. The ability to
assess and manage these risks is a pre-
requisite for internet business to really
take off. ■

Carsten Murawski is Managing Director
at CapCLEAR.
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