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TECHNOLOGY REVOLUTION 
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• Real-time interactions 

• Threat propagation  

Hyper - Connectivity 

• 5G Mobile technology 

• Delivery drones 

• Driverless cars 

Disruptive Technologies 

Financial Services  

• PSD2 - Open Banking API 

• Peer-to-Peer payments 

• Blockchain  

• Consolidation of data  

• Inherent value of data increases 

• Importance of Data Analytics increases 

Big Data 

• Automation of processes - consolidation 

• Digitalisation of Businesses - consolidation 

• Cloud  technology - consolidation 

Automation & Digitalisation 

• Micro-tech? 

• Medi-tech? 

• Fin-tech? 

What’s Next? 

• Internet of things 

• Equity crowdfunding 



  

  

CYBER ATTACKS - BLACK SWAN EVENT? 
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2014 2015 2016 2011 2012 2013 

“Event or occurrence that deviates beyond what is normally expected of a situation and that would 

be extremely difficult to predict.”  

IT Security 

Cyber 

Fraud 
Information  

Security 

Credit Risk 

Cyber 
Market  

Risk 

+ 

Liquidity  

Risk 

 Cyber Attacks are different from traditional business risks: 
 
 - Active adversary 
 - Not bound by physical locations 
 - Speed of attack potentially much faster / media spotlight 
 - Impact not well understood, may shift 
 - Customer concern as to impacts e.g. financial loss / data theft 
 - Backups may be ineffective and/or DR capability may be destroyed 
 - Dynamic threat leads to difficulty determining strategic intent 
 - Attacks on suppliers/third parties may be as damaging 

 - Reputation costs and recovery costs may be higher 

 - Target may be seen as negligent  
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GLOBAL RISK LANDSCAPE (WEF 2016) 

Global Risks by Impact and Likelihood 

Source: World Economic Forum, The Global Risk Landscape 2016 

Cyber Attacks All other risks 
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RISK PROBABILITY AND LIQUIDITY / CAPITAL IMPACT 

1 2 3 

Payment delays 

Below Target Sales 

Cyber breach  

Major Cyber 

Geo-political 

crisis 

Debt Markets    

closed 
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Available 

Additional 

Cash 

Bond Issue 

Insurance 

Working Capital 

Management 

Short Term 

Investments 

Equity Issue 
 

Disposals 
CP issuance 

RCF & Backstop 

Facilities 

Liquidity & Capital Sources 
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SIZE OF CASH NEED 



  

  



  

  

This document is confidential, for your information only and must not be distributed, in whole or in part, to any person without the prior consent of Lloyds Bank plc (“Lloyds Bank/Us/Our”). This document has 
been prepared for information purposes only. This document is not independent from Our proprietary interests, which may conflict with your interests. Lloyds Bank may trade as principal, may have proprietary 
positions, and/or may make markets in any instruments (or related derivatives) discussed in this document. The author of this document may know the nature of Lloyds Bank’s trading positions or strategies in 
anticipation of this document. Trading personnel may be indirectly compensated in part based on the size and volume of their transactions, but the outcome of any transaction that may result from this document 
will not have a direct bearing on the compensation of any trading personnel. We may engage in transactions in a manner inconsistent with the views expressed in this document and Our salespeople, traders and 
other professionals’ may provide oral or written market commentary or strategies to clients, which may conflict with the opinions expressed in this document. 
 
Any views, opinions or forecast expressed in this document represent the views or opinions of the author and are not intended to be, and should not be viewed as advice or a recommendation. We make no 
representation and give no advice in respect of legal, regulatory, tax or accounting matters in any applicable jurisdiction. You should make your own independent evaluation, based on your own knowledge and 
experience and any professional advice which you may have sought, on the applicability and relevance of the information contained in this document.  
 
Fluctuations in rates of exchange and rates of interest may have an adverse effect on the value or price of a product or transaction and any pricing quoted herein is indicative only. Prices are only agreed when you 
enter into a transaction with us. You should be aware that substantial break costs could be incurred by you if certain transactions are terminated before their scheduled maturity. 
 
Lloyds Banking Group plc and its subsidiaries may participate in benchmarks in any one or more of the following capacities; as administrator, submitter or user. Benchmarks may be referenced by Lloyds Banking 
Group plc for internal purposes or used to reference products, services or transactions which we provide or carry out with you. More information about Lloyds Banking Group plc’s participation in benchmarks is 
set out in the Benchmark Transparency Statement which is available on our website. 
 
The material contained in this document has been prepared on the basis of publicly available information believed to be reliable and whilst We have exercised reasonable care in its preparation, no representation 
or warranty, as to the accuracy, reliability or completeness of the information, express or implied, is given. This document is current at the date of publication and the content is subject to change without notice. 
We do not accept any obligation to any recipient to update or correct this information. This document is not directed toward, nor does it constitute an offer or solicitation to, anyone in any jurisdiction or country 
where such distribution or use would be contrary to local law or regulation. Lloyds Bank, its Directors, officers and employees are not responsible and accept no liability for the impact of any decisions made based 
upon the information, views, forecasts or opinion expressed. 
 
This document has been prepared by Lloyds Bank, which is a trading name of Lloyds Bank plc and Bank of Scotland plc. Lloyds Bank plc. Registered Office: 25 Gresham Street, London EC2V 7HN. Registered in 
England and Wales no. 2065. Bank of Scotland plc. Registered Office: The Mound, Edinburgh EH1 1YZ. Registered in Scotland no. SC327000. Authorised by the Prudential Regulation Authority and regulated by the 
Financial Conduct Authority and the Prudential Regulation Authority under registration numbers 119278 and 169628 respectively. 
 
This communication does not constitute an offer to sell or a solicitation of an offer to buy securities in the United States (“US”) and is not being directed at persons who are located in the US or who are US 
Persons, as defined in Rule 902 of Regulation S under the U.S Securities Act 1933, as amended (altogether, “US Persons”). 
 

Disclaimer 
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