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Top 3 threats to business

NB: Criminals use a range of tools and tactics to commit fraud. There 
is no ‘one size fits all’ approach.

1. CEO impersonation 

2. Change of payee account details

3. Malware Ransomware



1. CEO impersonation fraud

WHAT

Fraudster 

Ø Sends an email to an employee purporting to 
be the CEO or someone with authority in the 
organisation (e.g. Finance Director) requesting 
for a payment to be made

HOW

Fraudster

Ø Sends a spoof email address (this will look like 
the company’s genuine email address)

Ø Creates an email address that looks 99% the 
same as the original one

Ø Hacks / compromise  the email account and 
send emails from it – this will look authentic 
and from the actual sender



CEO Fraud / Business Email Compromise 

How have they got your details?

How do they manage to send emails to the right people 
about the right subject?

How long have they waited?

Initial Access Brokers
Criminals who sell access to victim organisations as a 

service. They will also collaborate with other criminals in 
malware development and execution.

Threat and risk

UK Finance. Half Year Report 2021 

“… impersonation scams saw the biggest 
increase of almost any scam type, almost 
doubling in 2020…”

2020 Loss
£10.4m

2021 Half Year Loss
£6.5M



2. Change of payee account details

WHAT

Ø This is when a fraudulent request to change 
beneficiary bank account details for a supplier 
is “not validated” and new and/or  subsequent 
payments are diverted to the fraudster’s bank 
account (or mule account). 

HOW

Fraudster -

Ø Sends instruction(s) via email or post to change 
beneficiary bank account details; company 
acts on the instruction without any validation.

NB: genuine invoices can also be intercepted in 
the post – bank account details are changed and 
invoice is put back in the post.  Company receives 
the invoice and just pays it without checking 
whether the details are the same as the last 
payment made.



3. Malware (Ransomware)
WHAT

Ø Malware is intrusive and malicious software 
intentionally designed to cause harm and 
disruption to you or your organisation.  The 
severity of the attack varies from one malware 
to another. 

Ø Terminology – viruses, worms, Trojan viruses, 
spyware and ransomware are all types of 
“malware”.  

Ø Each type of malware is designed to do 
something specific, e.g. Ransomware is used to 
hold your data hostage until you pay the 
ransom.  

HOW

Ø Malware is typically delivered via email in the 
form of a link or attachment.  Organisations 
such as HMRC, DVLA and other everyday 
suppliers such as utility companies are used as 
the “hook” and add credibility to get the 
recipient to click on the link or attachment.

Ø Malware has been around since the 1970s and 
has evolved rapidly in the last 20 years.



Ransomware
Threat and risk

Mean Remediation Cost

£1.15M*

NCSC Cyber 2021, CEO 
Speech

“… presents the most immediate 
danger to the UK… 

“… orgs routinely plan and prepare 
… and have confidence in cyber 
security and contingency planning, 
but not enough do…”

“…expect it to continue to be an 
attractive route for criminals as long 
as orgs remain vulnerable and 
continue to pay…”

*Sophos The State of Ransomware 2021

Proofpoint State of the Phish Report 2022
NCSC Lindy Cameron Oct’2021

Consequences of ransomware success

An attack on a business’ payment system could result in:
• Regulatory action due to compromised personally identifiable information
• Loss of monetary assets
• Loss of service
• Reputational damage and a loss of trust
• Fall into the scope of Initial Access Brokers 

European Treasury Survey 2021

36% of respondents operated in 11 or more European countries, 25% between 2-5 
countries.

32% placed data and cybersecurity policies as the number one regulatory concern 
for corporate treasurers in 2021.

56% expected a decrease in political risk – a drop from 78% in 2020.  

Paying Ransoms

Provides no guarantees that you 
will get access to your data or 
computer.

In 2021 82% of British firms paid 
with only half regaining access 
after the first payment.

4% were unable to retrieve any 
data at all

Many orgs end up paying many 
times.

Average downtime

22 days



Protecting yourself…

…against Ransomware
1. Keep firewalls and security software update. Set updates to auto where 

possible.

2. Only download files and software from trustworthy sources.

3. Run regular security scans on your devices.

4. Ensure you keep your important files backed off, stored off your network.

5. Disconnect your device from the network if you believe it to be infected

…against cybercrime
1. Create a programme of ongoing education and training
2. Keep on top of evolving threats
3. Make sure processes are robust 
4. Build a culture of openness
5. Regularly update anti-virus software
6. Make clear what steps members should take

Mobilising humans is essential in the fight against cybercrime

…against CEO Fraud
1. Independently verify payment requests with new or amended details. 

Including emails from senior management.

2. Regularly conduct audits on your accounts.

3. Educate staff on this matter – especially those that make payments.

4. Create actions and processes to ensure requests are genuine – and ensure the 
are followed



Confirmation of Payee – what you need to know:

What is Confirmation of Payee?
This is an industry initiative designed to target Authorised Push Payment (APP) fraud in the UK, particularly impersonation fraud, invoice redirection 
and new payment fraud. 

Why use Confirmation of Payee?
This has been introduced to help prevent fraud with payments being sent to the wrong account, keeping your money and accounts safe. It lets you 
check that you have the correct name for the person or business you’re paying, which can help to protect against certain types of fraud.

Although this is a great tool, it is by no means a silver bullet. This should 
be used alongside internal controls; most importantly, verbal checks.

In scope payments - Faster Payment Service (FPS), CHAPS and Standing 
Orders submitted as single payments electronically, via one of our online 
payment channels.

Out of scope payments – BACS and Currency payments.

If you are using BACS to pay beneficiaries, (which are out of 
scope for CoP) CoP can still be used to verify any change in 

bank details. 

Simply input a dummy FPS or CHAPS payment to use the CoP
check, but do not actually submit the payment.



Confirmation of Payee – indicators:

1. A green tick icon (match) is displayed when the ‘Beneficiary Name’ you have entered matches the name found for that account number and sort 
code:

2. An orange warning icon (partial match) is displayed when there is a close match between the details you have provided (Beneficiary Name and 
Beneficiary Account Type) and those found for that account number and sort code:

3. A red exclamation icon (no match) is displayed when the Beneficiary Name does not match the name found for that account number and sort 
code, it is also displayed if a Beneficiary Name Validation check has not been able to take place:



Questions?



Further support available:
� www.ncsc.gov.uk: The National Cyber Security Centre (NCSC) aims to improve the UK’s cyber security and cyber resilience. It provides cyber security 

advice and cyber incident management. 

� For organisational advice - https://www.ncsc.gov.uk/section/information-for/large-organisations

� For individual advice - https://www.ncsc.gov.uk/section/information-for/individuals-families

� www.financialfraudaction.org.uk: Responsible for leading the collective fight against fraud in the UK payments industry. Their website contains a 
wealth of information about how to protect yourself and your business from fraud and cybercrime.

� Fraud attacks, even if unsuccessful, should be reported to Action Fraud by calling: 0300 123 2040 or visiting www.actionfraud.police.uk

� www.takefive-stopfraud.org.uk: A national campaign run by UK Finance that offers straight forward and impartial advice to help everyone protect 
themselves from financial fraud.

� www.getsafeonline.org: A popular source of easy-to-understand information about online safety, offering practical advice on how to protect your 
business.

� www.fraudadvisorypanel.org: A respected voice of the anti-fraud community who champion best practice in fraud prevention, detection, 
investigation and prosecution, helping people and organisations to protect themselves against fraud.

� Forward text messages (smishing) free of charge to 7726.

� Forward Phishing emails to the Email Reporting Service (SERS) report@phishing.gov.uk

http://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/section/information-for/large-organisations
https://www.ncsc.gov.uk/section/information-for/individuals-families
http://www.financialfraudaction.org.uk/
http://www.actionfraud.police.uk/
http://www.takefive-stopfraud.org.uk/
http://www.getsafeonline.org/
http://www.fraudadvisorypanel.org/
mailto:report@phishing.gov.uk


Barclays support and useful links:
If you fall victim to fraud where payments have been 
sent via Barclays.net, BACS or File Gateway, call the 
Barclays Online Fraud Helpdesk immediately on:

• 0330 156 0155 (opt 2) (if calling from within the UK)
or:

• +44 (0) 1606566208 (opt 2) (if calling from outside 
the UK) 

(both open 24/7)

To report fraud or any suspicious activity for all other 
products, including Business Online Banking, call Barclays 
UK Fraud Operations on:

• 0345 050 4585  (open 24/7)

To maintain a quality service we may monitor or record 
phone calls.

Report any suspicious emails purporting to be from 
Barclays to internetsecurity@barclays.co.uk

Learn more about how to protect your business from fraud by visiting 
our fraud and security pages online:

• Fraud Protection Hub: https://www.barclayscorporate.com/fraud

• Covid-19 Fraud Hub: 
https://www.barclayscorporate.com/insights/fraud-
protection/covid-19-fraud/

• Security, Digital Channels Help Centre: 
https://www.barclayscorporate.com/digitalchannels/digital-
channels-help-centre/security.html

Follow us on social media:

Twitter - @BarclaysCorp

LinkedIn - Barclays Corporate Banking

mailto:internetsecurity@barclays.co.uk
https://www.barclayscorporate.com/fraud
https://www.barclayscorporate.com/insights/fraud-protection/covid-19-fraud/
https://www.barclayscorporate.com/digitalchannels/digital-channels-help-centre/security.html
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Thank you
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